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=5 1: Family Educational Rights and Privacy Act (FERPA)

FIFBEWYL 7T 4 N> — 12T 2 KB (1974)

FERPA and Virtual Learning

https://studentprivacy.ed.gov/
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https://studentprivacy.ed.gov/

=1 2: JISC(3RE D NREN

Digislesources

Nelwork &lechnology  Advice  RSD a

PR
Code of practice for learning analytics

Sefting out the responsibilities of educational institutions ta ensure that learning analytics is :“ .
carried oLt responsibly, appropriately and effectively. ke

Introduction
fa— Leaming aralytics usescata about students and ther acties o help stiufons understand and imorove educatonal
e and provde bettr supoort toearmers.
- It shouid be for thebeneft o studerts, ing ther nal/cual o usig aggregat
o ‘cther students or to imy e e ly. Itis distinct ass

ormmative rather then summalive puIposes.

N ‘i
3% |
A

https://www.jisc.ac.uk/guides/code-of-practice-for-learning-analytics
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=15 3: DELICATE CheckList

( (CONSENT— Make a contract with the data subjects
C > Ask for a consent from the data subjects before the data collection
> Define clear and understandable consent questions (Yes / No options)
The DELICATE Checklist P Offer the possibility to opt-out of the data collection without consequences
to implement trusted J J
Learning Analytics - -
p D ANONYMISE — Make the individual not retrievable
DETERMINATION — Why you want to apply Learning Analytics? A P Anonymise the data as far as possible
D P Whatis the added value (Organisational and data subjects) P Aggregate data to generate abstract metadata models (Those do not fall
P What are the rights of the data subjects (e.g., EU Directive ) under EU Directive 95/46/EC) )
95/46/EC)
/ e (~
- - TECHNICAL — Procedures to guarantee privacy
EXPLAIN — Be open about your intentions and objectives T P Monitor regularly who has access to the data
E > What data will be collected for which purpose? P If the analytics change, update the privacy regulations (new consent needed)
P> How long will this data be stored? P Make sure the data storage fulfills international security standards.
> Who has access to the data? ) / <
( (v . .
- - EXTERNAL - If you work with external providers
LEGITIMATE — Why you are allowed to have the data? E P Make sure they also fulfil the national and organisational rules
L > Which data sources you have already (aren’t they enough) > Sign a contract that clearly states responsibilities for data security
> Why are you allowed to collect additional data? ) > Data should only be used for the intended services and no other purposes
J J
p p Drachsler, H. & Greller, W. (2016). Privacy and Analytics — it’s a DELICATE issue. A Checklist
INVOLVE - Involve all stakeholders and the data subjects to establish trusted Learning Analytics. 6th Learning Analytics and Knowledge Conference
I P Be open about privacy concerns (of data subjects) 2016, April 25-29, 2016, Edinburgh, UK.
P Provide access to the personal data collected (about the data subjects)

) ) LACE Project is supported by the European Commission
Seventh Framework Programme under grant 619424 @ OOE)
o

http://www.laceproject.eu/ethics-privacy/
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=5l 4: SHEILA Policy Framework

7~ SHEILA g

LA policies

LA policies

The following list contains existing policies for learning analytics that we have had access to. Please help us update the list if you are aware of
any learning analytics policy that has not been included on this list yet. We hope this repository will provide useful resources for institutions that
are planning to develop or update their policies for learning analyties.

INSTITUTIONAL LEARNING ANALYTICS POLICIES

1. The Open University, UK (approved in September 2014)

2. Nottingham Trent University, UK (approved in November 2015)

3. University of West London, UK (approved in September 2016)

4. Charles Sturt University (CSU), Australia (version 3.2, approved on 16 September 2015)
5. The University of Sydney (USyd). Australia (approved in April 2016)

6. The University of Edinburgh, UK (approved on 2 May 2017)

7. The University of (UOW), Australia (approved in Decerber 2017)

OTHER LEARNING ANALYTICS POLICIES

1. Jisc (UK) - Code of Practice for Learning Analytics (published in June 2015)

2. National Union of Students (UK) - Learning Analytics: A Guide for Students’ Unions (published in August 2015)
2016)

4. EU-funded LEA's Box project — Privacy and Data Protection Policy (published in December 2014)

3. EU-funded LACE project — A DELICATE checklist (published in Aps

http://sheilaproject.eu/la-policies/
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Personal Information Protection Commission
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@ cearentiome 0 Ganpstap & oiectry & som M OFFICE UFTI:lhE REGISTRA

] UNIVERSITY OF MICHIG
R(fefgustrar’s
\|office

Calendars  Catalog  Forms  Blog  AtoZ Q search

TUTION | RESDENCY = GRADUATION | FACULTY&STAFF | REPORTS

Sections

Services

Recods  nd Studens Rohs RECORDS & REGISTRATION
Student Rights and NEED HELP?
Q CENTRAL CAMPUS Q NORTH CAMPUS
@ For updates on the campus response to coronavirus (COVID-19), go to Monlitoring Coronavirus. StUdent Records ‘This location s closed ‘This location Is closed
il fober rtce et forernotice
——
Privacy and Students' Rights bk
Em\ly %ﬁ?\g&\;ﬂws and (COMVID-19 WINTER 2020 GRADING Itis the policy of the University of Michigan to comply with the Family Education Rights and
Apphgsm Records Privacy Act (FERPA), the Federal law that governs release of and access to student
RecsTRATON
education records.
ESion Regaton R——
J Definitions
Confidential Indicator Form TRANSCRIPTS
P
NoPrin incalor Form e ——
esind ontgetl R
Indicator Form = "PERSONAL INFORMATION ATION

Family Educational Rights and Privacy Act
(FERPA) and Applicant Records ERoanEenE SeS e DIRECTORY MFORMATION

Certifications and
atalog: (FERPA) and Records Verfications ol e W ra ] LEGHTIMATE EDUCATIONAL INTEREST

AUNIVERSITY OFFICIAL

00000

R - Chosen/Preferred Name
The Family Educational Rights and Privacy Act (FERPA) affords students certain rights with Option

respect to their education records. They are:

https://registrar.gatech.edu/records/privacy-and-students-rights
https://ro.umich.edu/records-registration/student-rights-records
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