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WVe are living in uncertain, confusing times oA L g
when it can be hard to know what to believe newmnsv:
Pope Fm'w; Shocks World,

Endorses Donald In,‘rr for
A S S ———

President, Releases Statement
guardian s

E @ NEWS

Obama Signs Executive Order

FBI AGENT SUSPECTED IN HILLARY 1 <i1 0 line R N - B s Banning The Pledge Of
EMAIL LEAKS FOUND DEAD IN 4 . o A ‘ Allegiance In Schools
APPARENT MURDER-SUICIDE e . i ; 6 Nationwide
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“Fake news' scandal hits French

plections as Francols Fillon falsoly says
TV journalists roported his British wife E Beexit: Microsof is latest majer
d comemitted suicide as he bids to ey COMPAnY to threaten to pull business o

ake-olf corruption claims ‘. —. from the UX " ZZA - ?",;.
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https://news.vahoo.co.jp/newshack/newshack/bbc fakenews.html
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[)) World Health Organization (WHO) & @WHO - 459H v
FACT: #5G mobile networks DO NOT spread #COVID19

World Health
Organization,

More: bit.ly/COVID19Mythbus...

#coronavirus #KnowTheFacts

Viruses cannot travel on radio FACT:
waves/mobile networks. 5G mobile networks
COVID-19 is spreading in many countries DO NOT spread COVID-19
that do not have 5G mobile networks.

COVID-19 is spread through respiratory

droplets when an infected person

coughs, sneezes or speaks. — * % %
People can also be infected by touching l@ %
a contaminated surface and then

their eyes, mouth or nose.

ottt yCoronavirus #COVID19

WHO/Europe& A EfISAZ A
Q 221 T 919 Q 1,585 i

EERANE [T YPRERERIFITER Yy M EZIRET 2 DH\
FRAF (2020)
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W. Xu and K. Sasahara, Journal of Computational Social Science, 2022 eij(%m,\/i;%ﬁiZOZB_C*ﬁ%|ﬂﬂ
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HARNESSING Al TO AUGMENT DISINFORMATION CAMPAIGNS

Governments have long employed human commentators—whether state officials, hired contractors, or party loyalists—to
covertly manipulate information online. Generative Al technology is slowly beginning to enhance such distortion campaigns.

An Al-manipulated image of an elderly man Political parties hired bloggers and high
- being beaten by police circulated online q? schoolers to post propaganda on social
& during widespread protests in March 2023, - media, with one group reportedly paying

$350,000 for an Al-generated bot network ™ =
that created 150 fake profiles per day.

often alongside comments disparaging
President Emmanuel Macron.

.,

BRAZIL

Ahead of a presidential run-off election in
October 2022, a deepfake video that spread

The military operated a robust
disinformation apparatus, ordering

online falsely depicted a trusted news The company Mind Force operated a thousands of soldiers to amplify
outlet reporting that then president Jair network of accounts that posted in pro-junta messages and harass critics
Bolsonaro led in polling. support of the ruling party. A Mind Force across social media.

employee publicly disclosed that the
government was a client.

countries in which progovernment countries in which Al-based tools that can
commentators manipulate online generate images, text, or audio were used to
discussions distort information on political or social issues

Boa - t=BE(CET S
B=EHIT B2, B,
TEFAN BFEZENT DA
V=)L 16 HENVEEA

Freedom House. The Repressive

Power of Artificial Intelligence
(2023)
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13 WarMomtorG dWarMonitors - 6m

. ‘l ‘ 4 #BREAKING The explosion occurred

near the Pentagon in the United States

puck

FRi14:39 - 20226795261 - Twitter for Android
https://twitter.com/kuron_nano/status/1574121450860007424

7:10 AM - May 22, 2023 - 8,329 Views
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Total percentage of
deepfake video online

370

Deepfake porn

The majority of deepfake videos online
are related to pornography, while other
non-pornographic types of deepfakes

have also become more popular.

2023 State Of Deepfakes: Realities, Threats, And Impact (homesecurityheroes.com)
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Study dataset
mmmm—————————— True or false?

Instructi Organic or synthetic?
. [ —» | Synthetic tweets

=1 A ] e
: EK/

Twitter search |—#[ Organic tweets Human &)
respondents GpT-3

________________

G. Spitale, et al. Science Advances (2023)
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Disinformation recognition score (0—1)
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https://openai.com/index/disrupting-deceptive-uses-of-Al-by-covert-influence-operations/ (2024/5/30) % Jt(CHERR
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nature human behaviour

Review article https://doi.org/10.1038/s41562-024-01881-0

Toolbox of individual-level interventions
against online misinformation

Received: 1February 2023

Accepted: 5 April 2024 'f A E/\] ﬁk 0) $§ ilﬁ\
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@AWﬁA@%%b‘ﬁ%Eéht L\% EQ Kozyreva, A. et al. Nature Human Behaviour (2024)
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Interventions

. Accuracy prompts . Inoculation C) Social norms
O Debunking and rebuttals O Lateral reading and verification strategies . Source-credibility labels
Q Friction . Media-literacy tips O Warning and fact-checking labels

Number
e o1 02 Os O+ Os (s ()s



Info Interventions

Info Interventions: A set of approa
informed by behavioral science res
validated by digital experiments, t¢
resilience to online harms.

https:.//interventions.withgoogls

HOW IT WORKS

1

The individual scrolls through their
social feed and comes across
content with potential
misinformation.

An accuracy prompt is triggered and
pops up over the content.

A bite-sized explanation on why they
are seeing the reminder is served to
the individual and their attention is
shifted to the accuracy of the
content with information literacy
tips.

The individual is now prompted to be
more aware and may think twice
when coming across similar content
in their feed.

FINDINGS

50%

Those who received accuracy
tips were 50% more discerning
in sharing habits versus users
who did not. (Source: Jigsaw)

11%

Pre-roll videos on YouTube
drove up to an 11% increase in
confidence, three weeks after
exposure. (Source: Jigsaw)


https://interventions.withgoogle.com/
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A rally against the recent election fraud is scheduled to be held again at the Capitol

GPT-3THFA™  starting early today. (B35 MESRIE (-39 3 AL, AHSHHSHUATE CEIRNS)
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XHAT 1« TEROEE BRI 2EH

X5 SMEAZE [ 1RER Z{& pfE
EARBEM R 0.0030 0.063 0.950
MR (B1) 0.1168 1.067 0.286
I -0.0174 -0.377 0.706
ST/ (G 5E) 0.1025 0.756 0.450
AlE#,CRT,SNS/internet Ef§itH= -0.1499 -3.146 0.002
EREGE DF 1ERLIRER DB & 0.0729 1.444 0.149
EfROEHEM -0.0302 -0.635 0.526
REOEENE -0.1012 -2.098 0.036
DFEH > TWBAEH -0.0162 -0.093 0.926
Internetff FA3K -0.0134 -0.268 0.788
SNSfERE -0.0268 -0.525 0.600
CRTIEZHE(FEHE) -0.2916 -1.472 0.141
R =Xfii] =) -0.4370 -1.728 0.084
(Paul Ekman®6E%(E) R 0.0324 0.180 0.857
b -0.7357 -2.894 0.004
=20 0.8624 2.893 0.004
LA 0.0247 0.056 0.955
B= -0.1510 -1.148 0.251

K. Ichikawa, J. Chen, and K. Sasahara (in prep.)
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President Trump publicly cursed at a woman who expressed disapproval of him.

Your previous sharing rate 0.

| definitely prefer to share the previous image. | definitely prefer to share this image.
-5 -4 -3 -2 -1 0 1 2 3 4 5
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K. Ichikawa, J. Chen, and K. Sasahara (in prep.)

Forest Plot of OLS Regression Results(Politics)
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Sharing Intention After Image Replacement
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